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ABSTRACT

This study examines the digital resilience of the Bucharest Nine, an Eastern European NATO alliance, and Ukraine amidst the challenges of digital
transformation. It aims to identify factors influencing their ability to manage cyber threats, digital divides, and socio-economic disparities resulting
from rapid digitalization. Using a mixed-methods approach, integrating quantitative analysis and qualitative insights, the research computes an index
of digital resilience based on cybersecurity measures, digital infrastructure quality, and socio-economic impacts. Findings reveal varying resilience
levels, with some countries demonstrating robust cyber defenses and advanced digital infrastructures, while others lag due to weaker capacities and
socio-economic constraints. Comprehensive policy frameworks and inclusive digital strategies are emphasized as critical for enhancing resilience.
However, the study’s focus on the Bucharest Nine and Ukraine may limit broader regional representation, and reliance on available data and potential
biases in self-reported indices may affect comprehensiveness. Nonetheless, the insights can inform policymakers in developing targeted strategies
to bolster digital resilience, emphasizing cybersecurity, bridging the digital divide, and promoting digital literacy and participation. This research
contributes to understanding digital resilience by offering a comparative analysis of often overlooked geopolitical regions, combining various indicators

to provide a holistic view of their digital landscapes.
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1. INTRODUCTION

In the contemporary era, digitalization stands as a defining
characteristic of societal advancement, influencing how communities,
economies, and governments operate on a global scale. However,
the rapid integration of digital technologies brings with it a host of
challenges that jeopardize both security and equity. The concept
of digital resilience is especially relevant for the Bucharest Nine
— a coalition comprising Eastern European NATO nations — and
Ukraine. This region holds not only strategic importance but also
faces significant cyber threats and digital disparities

Digital technology is crucial for the development agendas and
will be vital in the coming years. This is particularly true for
Ukraine’s reconstruction and for boosting infrastructure, growth,
and democratic values across the Eastern Neighbourhood. There is

an increasing consensus on the importance of pairing infrastructure
investments with the creation of a robust service layer, strong
digital government foundations, and an active approach to skills
development. This is happening in a scenario where dependence
on a single technology supply source is becoming increasingly
incompatible with the objectives of enhancing resilience and
technological sovereignty (EU4Digital, 2022).

The reliance on technology and tech companies for financial
services is making the financial sector more susceptible to cyber
threats. The EU’s Digital Operational Resilience Act (DORA),
which was enacted on January 16, 2023 and will be enforced
starting January 17, 2025, seeks to enhance the cyber security of
financial institutions under the oversight of the 3 ESAs. Its goal is
to ensure that Europe’s financial industry can maintain its resilience
amidst significant digital operational disruptions (EUR-Lex, 2022).
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The imperative for digital resilience is underscored by the
increasing volume of digital data and our growing reliance on
information technology systems. As society becomes more
dependent on digital infrastructures, it concurrently grows more
vulnerable to cyberattacks. This vulnerability is manifested
through various high-stakes risks including the loss of confidential
information, the crippling of systems via malicious hacks, and the
unsettling trend of ransom demands for the return of classified data.
These incidents underscore the fragility of our digital frameworks
and the pressing need for fortified cyber defenses.

Moreover, digitalization inadvertently contributes to widening
the social gap through the phenomenon known as the digital
divide. This divide separates those who have access to and can
effectively utilize modern technologies from those who cannot,
thereby engendering social inequalities and perpetuating a cycle of
exclusion. This segregation based on digital access and literacy is
a critical concern that requires comprehensive strategies to ensure
inclusive technological empowerment.

Another significant risk posed by digital proliferation is the
manipulation of digital media to spread disinformation. The ease
with which false information can be disseminated online poses
severe threats to political stability and social harmony, particularly
in regions already susceptible to geopolitical tensions. The impact
of such disinformation campaigns can erode trust in public
institutions and undermine the integrity of democratic processes.

While the digital transformation of the economy holds considerable
potential for spurring business development and enhancing living
standards, it is not devoid of risks. The shift towards a digital
economy involves complex challenges that can affect various
facets of economic activity, from data privacy issues to the
disruption of traditional industries. The promise of economic
growth and innovation must therefore be balanced against these
potential vulnerabilities to ensure a stable transition.

Additionally, the burgeoning demand for digital tools, technologies,
and services escalates the requirements for data storage and
energy, leading to increased carbon emissions globally. This
environmental impact adds another layer of complexity to the
digital transformation, as it contradicts the global imperative for
sustainability.

Finally, a pervasive issue across the digital landscape is the low
level of trust in digital technologies and services. Skepticism
towards digital solutions can hinder their adoption across various
sectors, from business to governance. In particular, the lack of trust
and legitimacy in e-governance systems can significantly reduce
citizen engagement in electronic services and procedures, thereby
stalling progress toward digital democratization.

Delving deeper into the digital resilience of the Bucharest Nine
and Ukraine, these multifaceted risks provide a backdrop against
which the need for robust, inclusive, and secure digital strategies is
starkly apparent. The journey towards digital resilience is complex
and fraught with challenges, but it is also an essential undertaking
for ensuring the security and prosperity of nations in the digital age.
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2. LITERATURE REVIEW

The concept of digital resilience has become increasingly
crucial as nations navigate through an array of cyber threats and
technological disruptions. Significant contributions to the field
come from a variety of studies that explore the intersection of
digital technology, security, and socio-economic policies. Fleron,
Pries-Heje, and Baskerville’s research into Denmark’s public
sector digital transformation highlights the foundational elements
of digital organizational resilience, such as digitalization strategy,
inter-sectoral collaboration, and adaptive learning (Fleron et al.,
2021). Their work provides a useful framework that could be
adapted to analyze digital resilience in the Bucharest Nine and
Ukraine, despite its primary focus on Denmark.

Furthermore, the role of digital policies in mitigating the impact of
crises such as the COVID-19 pandemic is underscored by Motorga
(2021), who examines how Romania’s digital policy within the EU
has targeted marginalized groups. This highlights the potential of
digital strategies to enhance societal resilience by bridging digital
divides and fostering inclusivity.

Studies by Seyawati et al. (2022) delve into digital resilience among
adolescents, pointing out the essential skills needed to navigate
online environments safely. Their findings on the protective
factors that enhance digital resilience, such as critical thinking and
respectful online behavior, are pivotal for informing policy aimed
at strengthening cyber defenses among younger populations.

Gender disparities in the ICT sector also play a critical role in
digital resilience, as outlined by Tokar et al. (2023) and Vinska
etal. (2023). Their analyses reveal that promoting gender equality
in ICT can significantly contribute to digital resilience by fostering
diverse and innovative environments. These studies suggest that
increasing female participation in STEM and ICT could be a
strategic move to enhance digital resilience in the Bucharest Nine
and Ukraine.

Despite the rich data on policy responses to economic and health
crises, as discussed by Boiko et al. (2022), there is limited
integration of these insights with digital resilience strategies. This
points to a missed opportunity to leverage digital technologies in
crisis management and resilience building. Regarding demographic
challenges, Shkuropadska et al. (2024) emphasize the importance
of demographic resilience illustrating that demographic stability is
critical for sustained economic and digital resilience. This insight
is particularly relevant for the Bucharest Nine and Ukraine, where
digital divides might exacerbate existing demographic disparities.

Another critical area is the impact of migration on societal stability
and resilience, as explored by Moldovan (2020). While migration
is recognized as a factor that contributes to social capital and
resilience, the specific digital aspects of this relationship remain
underexplored. This gap suggests a need for further research into
how migration influences digital infrastructure and cyber policies.

The specific challenges faced by the Bucharest Nine and Ukraine
require tailored strategies. As noted by Goodwin et al. (2023), the
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2022 Russian invasion of Ukraine tested the nation’s resilience
significantly. Their findings on national resilience, while focusing
on social and psychological dimensions, inadvertently highlight
the potential for digital tools to enhance communication and trust
among citizens, thereby supporting resilience. This intersection
of digital and traditional resilience mechanisms is crucial for
understanding the broader scope of resilience strategies.

The literature reveals a significant gap in the contextual application
of these concepts to the Bucharest Nine and Ukraine. The studies
often lack a direct connection to the digital resilience strategies in
these specific geopolitical contexts. For instance, the research by
Datti and Kuppusamy (2023) discusses the role of digital resilience
in national economic strategies but does not address the unique
digital infrastructure challenges or cybersecurity threats faced by
these countries.

Keudel and Huss (2023) analyze Ukraine’s resilience through the
lens of democratic processes. They discuss how local governance has
played a pivotal role in sustaining democracy and statehood during
the war, emphasizing the engagement of citizens and cooperation
with non-state actors. This form of resilience, while primarily
focusing on democratic mechanisms, hints at an underlying digital
component given the significant role of information sharing and local
governance in modern democratic systems. The decentralization
reforms, which have strengthened political authority and fiscal
autonomy, are also suggestive of a digital underpinning, facilitating
efficient governance even under duress.

Duffield’s work (Duffield, 2016) pivots to the broader implications
of digital technologies in security governance, critiquing the rise of
data informatics and remote management systems in humanitarian
efforts. This shift towards a digital-first approach in governance
and security has not only transformed operational modalities but
also raised ethical and strategic concerns regarding surveillance
and data privacy. Duffield’s concept of “resilience of the ruins”
particularly resonates within the context of the Bucharest Nine
and Ukraine by suggesting that while digital tools can enhance
governance, they also risk exacerbating vulnerabilities in already
strained environments.

Sisu et al. (2022) address the impact of digitalization on
organizational resilience, positing that the adoption of advanced IT
systems and online business models has been crucial for companies
during crises like the COVID-19 pandemic. This perspective is
particularly relevant to the Bucharest Nine, where digital resilience
is not just about countering external threats but also about internal
organizational and societal stability. The emphasis on digital
transformation and its role in enhancing adaptability suggests a
roadmap for how nations and businesses in politically volatile
regions might leverage technology for resilience.

Mehedintu and Soava (2022) delve into how investments in
digital core and innovation foster resilience at the enterprise level.
Their findings, based on a Romanian context, offer insights into
how digital technologies can be strategically employed to bolster
resilience. This is directly applicable to the broader discussions
on digital resilience in the Bucharest Nine, where technological
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advancements can serve as a bulwark against both economic
instability and external threats.

Kuppusamy (2022) discusses the broader societal and industrial
changes driven by digital transformation, focusing on how
strategic technology adoption is imperative for resilience. His
analysis provides a framework for understanding the dynamic
between digital transformation and resilience, which is critical
for the Bucharest Nine and Ukraine. The ability of organizations
to respond to disruptions through advanced digital practices is a
key component of maintaining operational stability and security.

Overall, the literature suggests a complex interplay between
digital transformation, democratic resilience, and organizational
adaptability. Each piece highlights different aspects of how
digital tools and strategies are integral to resilience in the face of
geopolitical tensions and external threats. However, a gap remains
in directly connecting these insights to specific digital strategies
that could be implemented by the Bucharest Nine and Ukraine to
enhance their digital resilience further, a critical area for future
research and policy development.

3. METHODOLOGY

The methodology for assessing a country’s digital resilience
delineates key indicators, their thresholds, and a formula for
calculating the integral index of digital resilience. This index
mirrors a country’s readiness and capacity to manage cyber threats,
along with other risks affecting its information systems, economy,
and national security.

To calculate the integral index of digital resilience, a process
involves compiling a roster of indicators, establishing thresholds
for them, standardizing the indicators, and computing the integral
index. This index is based on 10 statistical indicators, with the
most recent data utilized for indicators updated annually or facing
significant reporting delays.

Indicators meeting predefined thresholds are considered sustainable;
otherwise, they’re labeled unsustainable. Normalizing the
indicators entails adjusting them against these thresholds. Indicators
surpassing or falling short of the thresholds are normalized to 0,
while those aligning with them receive a normalized value of 1,
thereby facilitating measurement on a scale from 0 to 1.

The integral index is calculated using the formula:

AN
Idr=a° x=1 -
- anN

x

100%

Where:
I, represents the integral index of digital resilience;
N__, denotes the number of indicators with a normalized value of 1;

N_signifies the total number of indicators.

Table 1 illustrates the relationship between the values of the
integral index and the levels of national digital resilience.
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4. RESULTS

The data presented in Table 2 provides a comparative view of the
digital resilience among the Bucharest Nine countries — Bulgaria
(BG), Estonia (EE), Latvia (LV), Lithuania (LT), Poland (PL),
Romania (RO), Slovak Republic (SK), Hungary (HU), Czechia
(CZ) — and Ukraine (UA). The Cybersecurity Index (2024)
measures a country’s preparedness against cyber threats and the
robustness of its cybersecurity policies and infrastructure. The
threshold value set for this index is 60. Estonia, Latvia, Lithuania,
Poland, Slovak Republic, and Hungary all score impressively
above the threshold, with Estonia at a remarkable 99. Such high
scores suggest advanced cybersecurity frameworks capable of
defending against sophisticated cyber threats. Lithuania and Latvia
follow closely with scores of 98 and 97, respectively, indicating
a robust cybersecurity stance in the Baltic region. Bulgaria,
Romania, Czechia, and Hungary also perform well, with scores
ranging from 74 to 92. Each of these countries shows a strong
commitment to cybersecurity, ensuring they are well-prepared
to handle potential cyber incidents. Ukraine, with a score of 65,
barely meets the threshold. This suggests that while Ukraine has
made progress in its cybersecurity efforts, there is still room for
improvement, especially considering its geopolitical situation and
associated cyber risks.

The Digital Quality of Life Index reflects the overall quality of
digital infrastructure, including internet affordability, quality,
e-government services, and digital government policies. The
baseline for this index is set at 0.5. Estonia leads with an index
of 0.7185, showcasing its strong digital environment, which
is complemented by advanced digital public services and high
internet quality. Lithuania and Romania are also notable performers
with indices of 0.6957 and 0.6944, respectively, indicating a high
quality of digital life that supports both citizens and technological

Table 1: The interplay between the values of the integral
index and the levels of national digital resilience

Levels of national digital resilience Integral index values, %

High >90
Sufficient (705 90)
Medium (50; 70)
Low <50

Source: Authors’ own contribution

developments. Latvia, Poland, and Czechia, with scores ranging
from 0.6391 to 0.6613, exhibit good digital environments. These
countries have invested significantly in improving their digital
infrastructures, which is reflected in their above-average scores.
Slovakia and Hungary are close to the threshold with scores of
0.6215 and 0.6149. These scores suggest that while there are
quality digital services available, there is potential for further
development to enhance the overall digital quality of life. Ukraine
has the lowest score among the analyzed countries at 0.5295. While
it meets the threshold, it indicates that Ukraine’s digital quality
of life could benefit significantly from enhanced internet services
and better digital governance.

The Digital Skills Gap Index (2021) assesses the disparity between
the digital skills required by employers and those available in the
labor market. A score equal to or above 5 indicates a moderate
to low skills gap conducive to economic growth and digital
transformation. Bulgaria, Latvia, Lithuania, Poland, Slovakia,
Hungary, and Czechia score between 5.0 and 5.6, indicating a fairly
balanced digital skills landscape. These countries have effectively
managed to align their educational outputs with market demands,
ensuring a workforce that is relatively well-prepared to meet the
challenges of a digital economy. Estonia stands out with a score of
7.0, suggesting an exemplary scenario where the education system
significantly surpasses the digital skills demand of the job market.
This could indicate a potential for Estonia to lead innovations and
attract digital businesses seeking a skilled workforce. Romania and
Ukraine, with scores of 4.7 and 4.8, respectively, are below the
threshold, pointing towards a mismatch between the workforce’s
digital skills and the needs of employers. This gap may hinder their
economic growth and digital innovation capabilities, necessitating
targeted interventions in education and professional training.

Internet Speeds (2024) is a critical factor in the digital economy,
affecting everything from business operations and innovation to
user experience and access to digital services. The threshold for
acceptable speeds is set at 100 Mbps. Lithuania, Poland, Romania,
and Hungary show remarkable internet speeds exceeding this
threshold, with Romania notably achieving 212.53 Mbps. Such
speeds are indicative of advanced digital infrastructure that
can support high-demand applications, fostering a competitive
edge in technology and digital services. Latvia’s internet speed
closely meets the standard at 91.78 Mbps, suggesting adequate

Table 2: Exploring indicators of digital resilience of the Bucharest nine and Ukraine

Indicator Threshold BG EE LV LT PL RO SK HU CZ UA
value

Cybersecurity index (2024) >60 67 99 97 98 94 76 92 91 74 65
Digital quality of life index (2023) >0.5 0.570 0.719 0.639 0.696 0.661 0.694 0.622 0.615 0.648 0.530
Digital skills gap index (2021) >5 5.0 7.0 54 5.8 5.6 4.7 5.1 5.2 5.5 4.8
Internet speeds (2024) >100 81.5 813 91.8 111.2 1547 2125 77.04 1735 683 75.7
Information access index (2022) >6 7.6 9.3 8.4 9.5 8.1 8.3 8.9 7.2 8.3 8.0
World digital competitiveness index (2023) >50 50.7 848 664 772 665 583 583 583 794 54.0(2021)
Digital readiness index (2021) >0 +0.27 +1.57 +0.77 +0.88 +0.73 +0.35 +0.61 +0.36 +0.83 -0.13
ICT sector in the GDP (2022) >5 7.4 6.8 5.7 3.8 3.8 4.2 4.6 6.0 5.0 4.5
E-participation index (2022) >0.6 0.739 0.977 0.739 0.546 0.648 0.625 0.466 0.511 0.602 0.602
Climate change performance index (2024) >60 469 72.1 577 63 444 61.5 545 459 4541 60.4(2022)

Source: Authors’ own elaboration based on (Bughin et al., 2019; CCPI, 2022; CISCO, 2021; DQL, 2023; EU Science Hub, 2024; European Commission, 2023; 2024; Eurostat Statistics
Explained, 2020; FM Global, 2024; Fund for Peace, 2024; IMD World Competitiveness Center, 2024; Speedtest, 2024; Statista, 2020; 2022; Stevens Institute of Technology, 2023;

UN E-Government Knowledgebase, 2022; Wiley, 2024; World Economic Forum, 2022)
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infrastructure capable of supporting most modern digital demands.
Bulgaria, Estonia, Slovak Republic, Czechia, and Ukraine have
speeds ranging from 68.34 to 81.46 Mbps, below the set threshold.
These countries might experience limitations in digital activities
that require high bandwidth, such as streaming high-definition
video, large-scale data processing, and online gaming. This could
impact the user experience and might deter digital-intensive
enterprises.

The Information Access Index (2022) evaluates the ease with
which citizens can access digital information, which is crucial
for informed citizenry and economic development. A threshold
value of 6 indicates satisfactory access. Lithuania stands out
with an impressive score of 9.5, suggesting that its citizens enjoy
excellent access to information, facilitated by robust digital
infrastructure and effective regulatory policies. Estonia follows
closely with a score of 9.3, reinforcing its reputation as a highly
digitalized nation where information access is prioritized. Latvia,
Poland, Romania, Slovak Republic, Czechia, and Ukraine also
score well, ranging from 8.0 to 8.9. These scores suggest a strong
regional commitment to ensuring that citizens have substantial
access to digital information, contributing to societal transparency
and engagement. Bulgaria and Hungary, with scores of 7.6 and
7.2 respectively, while above the threshold, indicate room for
improvement compared to their neighbors. Enhancing access
could involve upgrading digital infrastructure, increasing digital
literacy, and reducing regulatory barriers.

The World Digital Competitiveness Index (2023) measures a
country’s ability to adopt and explore digital technologies leading
to transformation in government practices, business models,
and society in general. The threshold for this index is set at
50. Estonia, with a score of 84.77, and Czechia, scoring 79.42,
demonstrate exceptional digital competitiveness. These nations
exhibit strong capabilities in technology infrastructure, regulatory
frameworks, and future readiness, positioning them as leaders
in digital innovation. Lithuania, Latvia, and Poland, with scores
from 66.36 to 77.23, show significant digital competencies. Their
strong performance suggests effective use of digital technologies
in driving economic growth and enhancing competitive edges.
Romania, Slovak Republic, and Hungary, each scoring around
58, meet the threshold, indicating they are competitive but still
have areas to improve, especially in technology integration and
innovation capacity. Bulgaria and Ukraine, with scores of 50.66
and 54 respectively, just surpass the threshold. These scores
highlight the necessity for these countries to push for greater digital
advancements and infrastructure improvements to keep pace with
global and regional peers.

The Digital Readiness Index (2021) assesses how prepared
countries are to participate in and benefit from digital economies
and societies. A positive score indicates a country is better
prepared relative to the baseline of zero. Estonia stands out with a
significant positive score of +1.57, highlighting its advanced digital
infrastructure and the effective integration of digital technologies
in various sectors. This readiness facilitates innovation and
competitiveness on a global scale. Lithuania and Latvia follow
with scores of +0.88 and +0.77, respectively. These scores suggest
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arobust digital environment conducive to business operations and
public services. Czechia also shows a strong performance with a
score of +0.83, indicating a high level of digital integration into
daily life and business activities. Poland, Slovakia, and Bulgaria
show moderate digital readiness with scores around +0.73, +0.61,
and +0.27. These countries are progressing towards greater
digital integration, but the scores indicate a need for continued
investment in technology and skills development to fully leverage
digital opportunities. Romania and Hungary, with scores of +0.35
and +0.36 respectively, are slightly above zero, suggesting they
have basic digital infrastructures in place but need significant
enhancements to catch up with regional leaders. Ukraine is the
only country with a negative score (—0.13), indicating it is less
prepared compared to its peers. This highlights challenges in
digital infrastructure and policy that could impede its participation
in the digital economy.

The contribution of the ICT sector to GDP (2022) indicates the
economic impact of digital technologies in a country. A threshold of
5% suggests a significant contribution by the sector to the national
economy. Bulgaria leads with an ICT sector contribution of 7.4%
to its GDP, reflecting a robust digital economy. Hungary also
shows a strong performance with 6.0%, suggesting a substantial
economic reliance on ICT. Estonia, Latvia, and Czechia have
contributions ranging from 5.0% to 6.8%, indicating healthy digital
economies that significantly drive national economic output.
Lithuania, Poland, Romania, Slovak Republic, and Ukraine have
contributions below 5%. Although these are below the threshold,
they indicate growing ICT sectors. Lithuania and Poland, with
contributions of 3.8%, and Ukraine, with 4.5%, particularly stand
out for needing more focused growth in their digital sectors to
boost their economic outputs.

The E-Participation Index measures how well governments enable
information sharing, public participation in decision-making, and
digital service provision. A threshold of 0.6 suggests a baseline for
effective digital civic engagement. Estonia excels with an index
of 0.9773, indicating an exemplary level of citizen engagement
through digital platforms. This high score reflects Estonia’s global
reputation as a digital leader, especially in terms of government
services and public participation. Bulgaria and Latvia, each
scoring 0.7386, and Poland with 0.6477, demonstrate robust
digital platforms that facilitate significant citizen involvement
in governance. These scores suggest that these countries are
effectively using digital tools to enhance civic participation and
government transparency. Romania and Czechia, with scores
just above the threshold at 0.6250 and 0.6023 respectively, along
with Ukraine’s identical score, indicate satisfactory levels of
digital civic engagement. These countries have implemented
adequate systems for e-participation but could benefit from further
enhancements to reach the levels seen in Estonia. Lithuania, Slovak
Republic, and Hungary, with scores from 0.4659 to 0.5455, fall
below the threshold. These lower scores suggest these countries
have significant room for improvement in integrating digital
technologies into their civic engagement processes.

The Climate Change Performance Index (CCPI, 2022) rates
how well countries are performing in addressing climate change
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through their policies and actions. A score of 60 or higher indicates
a proactive stance on climate initiatives. Estonia stands out with a
score of 72.1, showcasing its leadership not only in digital realms
but also in environmental policies. Lithuania also performs well
with a score of 63, indicating effective and forward-looking
climate policies. Romania and Ukraine, with scores of 61.5 and
60.4 respectively, meet the threshold, suggesting they are taking
necessary steps to combat climate change, although there is still
ample scope for further action. Latvia and Slovak Republic score
close to the threshold with 57.7 and 54.5 respectively, indicating
ongoing efforts towards better climate performance which could
be enhanced with additional policies and initiatives. Bulgaria,
Poland, Hungary, and Czechia, with scores ranging from 44.4 to
46.9, are significantly below the threshold. These scores reflect a
need for more aggressive climate policies and initiatives to meet
global standards and commitments.

Table 3 presents the integral index values and corresponding digital
resilience levels for the Bucharest Nine countries and Ukraine.
The data exhibits a predominant clustering of countries around
specific resilience levels, providing an insightful glimpse into the
region’s digital preparedness and stability.

Estonia stands out with the highest integral index value at 90%,
classified under a high digital resilience level. This indicates a
robust digital infrastructure and effective policies in place, likely
contributing to enhanced cybersecurity measures and technological
advancements. Estonia’s lead in the index could be attributed
to its early and comprehensive adoption of digital solutions in
governance and public services.

The majority of the countries listed — Latvia, Lithuania, Bulgaria,
Poland, Czech Republic, Hungary, Romania, and Slovakia —
show an integral index value of 80%, categorized as sufficient.
This uniformity suggests a moderate but adequate level of digital
resilience, indicating these nations have implemented necessary
digital frameworks and security protocols to protect against common
cyber threats and disruptions. However, this level also implies
there is room for improvement, especially in coping with more
sophisticated cyber challenges or in enhancing digital inclusivity.

Both Slovakia and Ukraine register lower at a medium digital
resilience level with an index value of 60%. This positioning

Table 3: Integral index values and digital resilience levels
in the Bucharest Nine and Ukraine

Country Integral index Digital resilience levels
values, %
Estonia 90 High
Latvia 80 Sufficient
Lithuania 80 Sufficient
Bulgaria 80 Sufficient
Poland 80 Sufficient
Czech Republic 80 Sufficient
Hungary 80 Sufficient
Romania 80 Sufficient
Slovakia 60 Medium
Ukraine 60 Medium

Source: Authors’ own contribution
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reflects a need for significant enhancements in their digital
infrastructures. The medium classification hints at potential
vulnerabilities in their digital ecosystems, which could hinder
effective response to digital threats and limit digital transformation
opportunities.

S. DISCUSSION

The findings concerning the high cybersecurity indices for
countries like Estonia, Latvia, and Lithuania align with Fleron
et al. (2021), who emphasized the significance of robust digital
frameworks in enhancing organizational resilience. The remarkable
score of 99 for Estonia in the Cybersecurity Index can be seen as
amanifestation of the proactive digitalization strategies that these
studies advocated for. Similar parallels can be drawn from the
study by Seyawati et al. (2022), which highlighted the necessity
of strong cybersecurity measures to foster digital resilience among
adolescents—a demographic critical to long-term digital security.

However, the moderate performance of Ukraine, with a score just
above the threshold, underscores a critical gap identified in the
literature — specifically, the need for targeted digital policies that
address the unique geopolitical and economic challenges faced
by countries at greater risk. This is supported by Boiko et al.
(2022), who suggested that the integration of digital strategies in
crisis management could be instrumental in enhancing national
resilience, a strategy that Ukraine might benefit from considerably.

The study’s findings on the Digital Quality of Life Index, with
Estonia leading, resonate with Motorga’s (2021) insights on how
digital policies can enhance societal resilience by improving
digital inclusivity and infrastructure. The strong performances of
countries like Romania and Lithuania also suggest that investments
in digital infrastructure, as proposed by Shkuropadska et al. (2024),
are pivotal in addressing demographic disparities and fostering
economic growth through digital channels.

Nevertheless, the lower scores for Ukraine highlight a significant
area for improvement. This mirrors the concerns raised by
Datti and Kuppusamy (2023), who noted that failing to address
infrastructural deficiencies could hinder a nation’s ability to
leverage digital technologies for economic and social resilience.

While the methodology employed in this study — using an integral
index of digital resilience based on multiple indicators—is robust,
there are notable limitations. Firstly, the reliance on quantitative
data may overlook qualitative aspects such as user satisfaction,
digital literacy, and the nuanced impacts of digital policies at the
local level. These elements are crucial for a holistic understanding
of digital resilience as suggested by Kuppusamy (2022), who
argues that qualitative assessments can provide deeper insights
into the societal impact of digital transformations.

Secondly, the study’s scope is limited to the Bucharest Nine
and Ukraine, potentially ignoring how regional interactions and
external geopolitical pressures influence individual countries’
digital resilience. This is particularly relevant given the ongoing
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conflict in Ukraine, which poses unique challenges that are not
fully encapsulated by the current indicators.

6. CONCLUSION

Examining the digital resilience of the Bucharest Nine
countries — Bulgaria, Estonia, Latvia, Lithuania, Poland, Romania,
Slovak Republic, Hungary, and Czechia — along with Ukraine
utilizes a comprehensive methodology that integrates multiple
indicators into an integral index of digital resilience. This index
provides a nuanced understanding of each country’s capabilities
in managing cyber threats and safeguarding their information
systems, economy, and national security.

From the results, it is evident that countries such as Estonia,
Latvia, and Lithuania have achieved remarkably high levels of
digital resilience. Estonia, in particular, stands out with an integral
index value approaching 90%, reflecting its exceptional digital
infrastructure and policies. This high level of digital resilience
signifies Estonia’s capability to effectively defend against
sophisticated cyber threats and its advanced adoption of digital
technologies in governance and public services.

The findings also highlight that while Bulgaria, Poland, Czechia,
and Hungary perform well, their integral index values suggest that
there is still room for improvement to reach the optimal resilience
seen in leading nations. The near-uniform scores around 80% for
many of the Bucharest Nine countries indicate a moderate but
sufficient level of digital resilience, suggesting these countries
possess the necessary digital frameworks and security protocols
to mitigate common cyber risks.

Conversely, Ukraine, while making strides in improving its digital
infrastructure, lags behind its peers, barely meeting the threshold
in several indexes. This suggests an urgent need for targeted
improvements, particularly in cyber security measures and digital
quality of life, to elevate its overall digital resilience, especially
given the ongoing geopolitical challenges it faces.

The value-added of this research is significant as it not only
provides a clear benchmark of current digital resilience but also
highlights the disparities among the countries in the region. This
serves as a crucial tool for policymakers, helping them to identify
areas needing strategic improvements and to prioritize investments
in cybersecurity, digital infrastructure, and public services.

Policy implications arising from this research are profound.
Governments are advised to enhance their digital frameworks and
invest in robust cybersecurity measures tailored to the specific
vulnerabilities identified through the resilience index. Additionally,
there is a need for policy interventions to close the digital skills
gap and improve internet quality, particularly in countries lagging
behind their regional peers.

Future research directions should focus on longitudinal studies
to track progress and the impact of policy changes on digital
resilience. There is also a need for more granular research that
can dissect the interplay between different indicators and digital
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resilience, providing deeper insights into how specific factors
such as digital skills or e-participation contribute to the overall
resilience of a nation.

Lastly, considering the dynamic nature of cyber threats and digital
technologies, continuous updating of the indicators and thresholds
used in calculating the integral index of digital resilience is
essential. This will ensure that the assessment remains relevant
and that countries can accurately measure their progress and adapt
their strategies effectively. This research not only charts a path for
current improvements but also sets the stage for sustained digital
advancement and security in the region.
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